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GDPR 

1. Is BTL a data controller or a data processor in relation to its customers? 

Invariably in all of BTL’s contractual arrangements, BTL’s customers are data controllers and BTL 

is a data processor. BTL takes its customers’ instructions on what processing to carry out and 

does not make any decisions on how to process its customers’ personal data. 

 

2. What is the legal basis on which BTL processes customer personal data? 

Typically we ask customers to ensure that they obtain the consent of examination candidates to 

enable BTL to provide the Surpass service (Article 6(1)(a)). However, some customers may 

choose to rely on a different legal basis: for example, processing may be necessary for 

compliance with a legal obligation to which a data controller is subject (Article 6(1)(c)) or 

processing may be necessary for the performance of a task carried out in the public interest or in 

the exercise of official authority vested in the data controller (Article 6(1)(e)). Where a BTL 

customer relies on Article 6(1)(c) or (e) as the legal basis of processing, BTL will also rely on the 

same legal basis as the basis of its processing. Customers will need to communicate to us what 

the legal basis of their processing is, in order to accommodate this in contractual arrangements. 

 

3. What kind of personal data about examination candidates does BTL’s product, 
Surpass, hold? 

Surpass has the following data fields: first name, middle name, last name, gender, candidate 
reference, date of birth, email, telephone number, reasonable adjustments, ethnicity and location. 
The ethnicity and reasonable adjustments data fields involve the input of special (formerly 

sensitive) personal data categories. Customers can choose which data fields to populate for their 

examination candidates. Therefore, customers control whether they wish to input any special 

personal data categories into Surpass. 

 

4. Is BTL planning to reduce the data fields in Surpass? 

No, the data fields as they currently are were requested by customers. Customers do not have to 

use all of the data fields when they populate the personal data of their examination candidates in 

Surpass. 
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5. Has BTL any plans to introduce a customer deletion function into Surpass, that 
customers can use to delete personal data ? 

BTL has discussed this issue with a large section of its customers. Each customer that we have 

spoken to has a different requirement in terms of deletion functionality that they wish to see in 

Surpass. For example, some customers wanted to delete certain selections of personal data, and 

others wanted to delete certain years or months. Others wanted to be able to anonymise 

personal data, rather than delete it, so that it is still available for statistical interrogation. Inevitably 

this makes the introduction of a single deletion function that suits all customers difficult to 

introduce.  BTL will keep this under review. For the time being, customers can still use BTL’s 

feedback forums to request this kind of functionality. 

 

6. How do we delete personal data that we no longer wish to keep in Surpass? 

Customers can put in a support request to the BTL services team to ask for the deletion of 

personal data in a safe and controlled way. Our services team will put the personal data that is 

flagged for deletion into a separate environment for the customer to approve and check. This is to 

avoid the deletion of personal data that is not flagged for deletion. Then, once the personal data 

has been viewed by the customer and approved for deletion, BTL’s services team will delete it 

from Surpass. 

 

7. Can we delete the record of a single data subject if we decide that we need to 
do this following a data subject request? 

Yes, customers will be able to do this themselves by accessing the data subject’s record and 

manually deleting the data fields. However, where customers struggle to do this, we will gladly 

assist. Where customers need to delete larger amounts of personal data, please refer to the 

answer above. 

 

8. Can we rectify the record of a single data subject if we decide that we need to 
do this following a data subject request? 

Yes, customers will be able to do this themselves by accessing the data subject’s record and 

manually changing the data fields. 
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9. Can we export a single data subject record, following a request from a data 
subject do to this? 

Yes, csv file format extraction of data is available in Surpass. BTL can assist with this extraction 

where customers struggle to use the functionality themselves. 

 

10. Following a customer deletion request, does BTL have to request that other 
sub-processors also delete the data? 

Where a customer’s data is hosted with Rackspace or Microsoft, BTL controls access to and 
deletion of the customer’s data in its entirety.  
 
In the Rackspace service, encrypted back up tapes are held with Iron Mountain. Only Rackspace 
can recover the data on these tapes and therefore Iron Mountain is not a sub-processor for the 
purposes of GDPR.  
 
In the Microsoft Azure service, we use Microsoft’s geo-replicated data feature to store back ups 

at a separate physical location. Back ups are taken daily and retention is 7 days so any data will 

be unavailable in the back up 7 days following its deletion. 

 

11. How does my organisation extract candidate information from Surpass during 
or at the end of our contract with BTL? 

Customers can extract data in csv file format at any time during or at the end of the services. If a 

customer has a particular requirement around the format of how data needs to be presented, BTL 

expects to charge customers for its time spent extracting and formatting customer data. 

 

12. Will BTL permit GDPR customer audits? 

Yes, BTL is content for its customers to visit and audit BTL’s processes and practices around the 

handling of personal data. BTL is expecting to charge customers for staff time spent supervising 

customer auditors, where a customer requests an audit. 

 

13. Will Rackspace and Microsoft (BTL’s hosting providers) permit GDPR 
customer audits? 

Rackpace and Microsoft (BTL’s hosting providers) have indicated that they have thousands of 

customers and therefore it is not possible for customers to audit Rackpace or Microsoft directly. 

Under confidentiality arrangements (as dictated by Rackspace and Microsoft), BTL will be able to 
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pass on audit reports prepared by and on behalf of Rackpsace and Microsoft and information 

about other security measures taken by Rackspace and Microsoft. 

 

14. Will BTL complete GDPR and data security questionnaires submitted by 
customers? 

BTL already has a variety of security-related documents which we update regularly and 
customers are welcome to see these, but where we receive a bespoke request to populate or 
complete someone else’s form or questionnaire, we expect to charge for our time spent doing 
this. 
 
We have designed this FAQ to answer all of the questions that we’ve received from customers 

during feedback sessions in January and February 2018, so we hope that customers may be able 

to use this FAQ to populate their own bespoke questionnaires where they need to do this. 

 

15. Will BTL help customers to complete privacy impact assessment forms? 

Yes, but BTL expects to charge customers for its staff time spent completing a privacy impact 

assessment form, where this is requested by a customer. 

 

16. My organisation’s contract terms with BTL do not contain any specific GDPR 
wording – is BTL doing anything about this? 

We are introducing updated contract terms which refer to GDPR in our contracts with new 

customers. We have a plan to upgrade all customers on to updated contract terms which contain 

GDPR wording before 25th May 2018. 

 

17. What new rights will BTL be introducing into its updated contract terms? 

Our upgraded contract terms give customers: 

 the right to audit BTL’s processes and practices around the handling of personal data 

 help to comply with the new data subject rights and to deal with any other 

correspondence, enquiry or complaint received from a data subject, regulator or other 

third party 

 comfort around BTL’s security and liability around the processing of personal data 
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 clarity on BTL’s arrangements with its sub-processors of personal data (Rackspace and 

Microsoft), making it clear that BTL is liable itself for an act or omission of these sub-

processors 

 clarity around BTL’s obligations following a security incident or breach. 

 

18. Does BTL have any sub-processors of personal data? 

Yes, Rackspace and Microsoft are hosting providers for BTL. Our customers cannot reject the 

use of these two hosting providers as they are both an integral part of BTL’s offering and BTL 

cannot provide its Surpass service without them. However, we accept responsibility for 

Rackspace’s and Microsoft’s acts and omissions. Rackspace and Microsoft both have ISO27001 

certification for their hosting services. 

 

19. Is any personal data held in Surpass transferred outside the EU? 

No. For UK and EU customers, personal data in Surpass is held in the UK data centres of our 

hosting providers Rackspace and Microsoft. 

 

20. Will BTL help customers to deal with data subject rights? 

Yes, we will help customers to comply with the new data subject rights (rights of access, 

correction, erasure and data portability, as applicable), to the extent that a customer is unable to 

respond to the data subject request through use of the general functionality of Surpass. BTL will 

also help customers to deal with any other correspondence, enquiry or complaint received from a 

data subject, regulator or other third party. In the event that any such request, correspondence, 

enquiry or complaint is made directly to BTL, BTL will refer to the customer for guidance on how 

to handle the request. 

 

21. What is BTL doing in relation to Article 30 (record keeping)? 

For each customer, BTL will keep a record of the personal data held in Surpass for that customer, 

in accordance with the Article 30 record keeping requirements under GDPR. 

 

22. Will BTL be appointing a data protection officer? 

No, we have looked at the guidance in detail and have concluded that we do not need to appoint 

a data protection officer. The legal team at BTL will be the point of contact for GDPR and 

personal data queries from customers and other third parties (legal@btl.com). 

mailto:legal@btl.com
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23. Notification of personal data breaches – what is BTL’s process on this? 

We will inform customers affected in accordance with GDPR requirements (that is, without undue 

delay) that a data breach has happened. Customers will then need to assess the need to inform 

their supervisory authority. Note that the 72 hour reporting time on data controllers only applies 

“where feasible”. 

 

24. For BTL’s test centre customers, what is the position in terms of the lawful 
transfer of personal data from BTL to test centres based outside the EU? 

BTL’s transfers of personal data from its headquarters in the UK to test centres outside the EU 

falls within Article 49(c) of the GDPR. This Article states that a transfer of personal data to a third 

country outside the EU is permitted where “the transfer is necessary for the conclusion or 

performance of a contract concluded in the interest of the data subject between the controller and 

another natural or legal person”. BTL has drawn this conclusion because, among other, 

examination candidates worldwide choose the test centre in which they want to take a test and 

therefore BTL helping to arrange a test in the candidate’s chosen location is in the candidate’s 

interest. 

 

25. What protections for personal data are there within BTL’s test centre 
network? 

Test centres are contracted to BTL to provide test centre accommodation, IT equipment (to 

enable online examinations to take place) and examination supervision services. Each test centre 

has a contract with BTL which contains GDPR provisions. Where test centres process the 

personal data of candidates to enable candidates to take tests, BTL is liable for the acts and 

omissions of its test centres. 

At the date of this FAQ, BTL is trialling Egress email encryption services, with a view to rolling 

this out to all of its test centres. 

Test results are locked down in Surpass and cannot be accessed at all by test centres. 
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Data Security 

26. Does BTL have in place documented security policies, standards and 
processes that specify the technical and physical safeguards for personal data? 

Yes, BTL achieved ISO27001 (an Information Security Management System (“ISMS”) 

certification in July 2017. Personal data is a category within our ISMS. 

We have numerous policies and processes for the safeguarding of data, including personal data. 

Our policies are best worked though during a physical audit on BTL’s premises. 

As part of our ISO27001 certification, we carry out regular security audits. 

 

27. Does BTL have an information security policy in place and is it reviewed 
annually? 

Yes 

 

28. Does BTL have a data protection policy in place and is it reviewed annually? 

Yes 

 

29. Are information security and data protection policies communicated to and 
available for staff to review? 

Yes 

 

30. What physical security is present in BTL’s premises? 

BTL (in its current location in Salts Wharf, Shipley) has: 

• an intruder alarm system 

• electronic swipe access controls 

• mechanical locks protecting the server room. 
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31. Is equipment used to process personal data on BTL’s behalf subject to secure 
disposal or re-use when no longer required? 

Yes, BTL has chosen suppliers that have appropriate WEEE documentation and ISO27001 

certification. Rackspace and Microsoft (BTL’s hosting providers) have policies that ensure 

sanitization of customer data before hard drive re-use and policies that apply when hard drives 

have reached the end of service. 

 

32. Are there any people movement restrictions in the BTL building? 

Staff carry fobs so that they can access physical security doors between different office suites. 

Also, all BTL staff wear blue lanyards whereas visitors are required to wear red lanyards. All 

visitors to BTL must be pre-announced. Any cold callers are handled by our receptionists. 

 

33. How is security maintained in the Surpass system? 

In Surpass, communications between examination candidates’ PCs and the server are encrypted 

using a 256 bit key. 

Firewall(s) and anti-virus software are installed and enabled on systems used to process 

personal data. 

Operating system and database patches are applied by BTL normally during pre agreed 

maintenance windows. However if a patch is deemed critical due to data security concerns it may 

be applied as an emergency following notification to affected customers. 

 

34. Is there any access control in Surpass? 

Access for a customer’s staff is controlled by the customer and is role-based. 

BTL has administrative-based roles in Surpass, so that BTL’s support team can support the 

system for customers. In terms of access to live data in the Surpass system, only BTL’s live 

service support staff have access to live data for the purposes of providing support. 

 

35. Is there a process for granting and removing authorised access? 

Yes, BTL has a leaver process whereby support staff access to the Surpass system is removed 

when BTL staff leave. 

Customers control their own staff access, and therefore control their own leaver processes. 
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36. Are reviews of access and of the access control process undertaken? 

Yes, in furtherance of BTL’s ISO27001 certification, review of BTL support staff access and 

access control in the Surpass system are carried out. Customers control their own staff access, 

and therefore their own access control review process. 

 

37. Has access control been configured on all systems to only allow 
authorised/authenticated access? 

Yes, for BTL support staff, access control has been configured on all systems to only allow 

named staff authorised access to live data in the Surpass system. 

Customer’s authorised staff will access by username and password. 

 

38. Does BTL lock user accounts after a number of failed attempts to login? 

Yes 

 

39. Does BTL have a password management system in place?  

Yes. BTL’s password management system is enforced by Active Directory Group Policy and 

passwords expire every 31 days. 

 

40. Are staff subject to confidentiality agreements? 

Yes. All BTL staff contracts contain confidentiality clauses. All new staff also sign a Secure 

Information Handling Agreement when they start. 

 

41. Do staff receive information security and data protection awareness 
education and training? 

Yes. All staff receive data security training. All staff have received GDPR training and will receive 

information security and data protection training annually going forwards. 
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42. Is there a documented procedure in place for reporting security related 
issues? 

Yes. As part of our ISO27001 certification, BTL documents its security events/incidents. 

Further, BTL staff are trained to report security events/incidents. 


